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Overview

Many modern organizations require the use of contractors or
vendors, known as third parties. Managing these non-employees
through the HR system, the authoritative identity source for

their IT ecosystem is burdensome. Third party individuals often
require access to organizational resources such as shared tools,
applications, or data sets to provide critical services. But that access

is often for a limited period.

Third parties present challenges and bring additional risks such
as ensuring that access is properly managed and removed quickly.
Saviynt plays a key role in helping many organizations simplify the
vendor access management process and reduce non-employee
risks. A robust vendor access management from the Saviynt
Platform helps reduce these risks utilizing a sponsor-based
approach to vendor access. Automation, access request, risk
visibility, and access review is provided by Saviynt throughout the
process of onboarding third parties and managing these identities

throughout their lifecycle.

The Business Challenge

Managing non-employee onboarding
without a centralized process is a
challenge that leads to a variety

of different workflows. Setting up
accounts and granting permissions is
inconsistent across the board. Without
a direct means of flagging accounts
as temporary or mapping them back
to their respective sponsors, orphaned
accounts can persist well beyond
their acceptable lifespan, creating

challenges for maintaining compliance.

Additionally, visibility into the full
scope of the onboarded vendor’s
access must be maintained in the

system to ensure compliance. If these
third parties are left unchecked; the
decentralized system is unable to
assure appropriate usage of access or
follow-up, and the user’s access is
still active.

To combat these risks, organizations
must have a consistent methodology
for onboarding vendors, ensuring full
visibility into an identities access and
managing the lifecycle of their access
from onboarding to decommissioning.

Vendor Management

e Holistic approach delivering
consistent workflows

® Periodic Reviews ensure access
granted is effective and appropriate

e Policy Management define and
ensure appropriate policies are in
place and being applied to third
parties.

Third Party Onboarding

e Integration with leading IDaaS and
solutions for federation

e Birthright Provisioning ensures risk
aware access provisioning

e Lifecycle Management to provide
oversight of an identity throughout
the engagement period
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The Saviynt for Vendor Access

Saviynt Vendor Access Management (VAM) offers industry leading vendor
management throughout the engagement lifecycle. Internal sponsors shepherd the
account lifecycle from inception, through access management, periodic reviews,
and eventual decommissioning.

*  You get all that and more e  Configurable policies for
with Saviynt. access requests

e Complete visibility into e  Auto-remediation for
Vendor risk non-compliant accounts

* Vendor account
lifecycle management

Vendor Organization Management

When onboarding a vendor, consistency of implementation is key. Vendor company
management by Saviynt ensures third parties are onboarded consistently. Part of
doing this is the utilization of a sponsorship approach. An internal sponsor engages
third parties who oversee the process from an invitation through periodic reviews
and full management of the identity throughout its lifecycle.

Vendor User Onboarding

Saviynt provides integration with many of the leading SORs (system of records) for
all types of non-employee user identities and many of the leading IDaaS solutions
used for federation. Saviynt accelerates the onboarding process through invitation-
based user registration and birthright provisioning of account access. Decreasing
the amount of time required to onboard a third party identity increases the value of
outsourcing. Self-service user onboarding increases end-user produc

tivity and decreases work-load on the central user access administration team.
Saviynt also provides built-in integration with Azure B2B invitation process for a
seamless end-to-end user onboarding experience.

Compliance

Saviynt is able to mitigate the security risk caused by third party identities in the
enterprise ecosystem. These identities are subject to the same compliance controls
that are applied and managed for employees. Any identities that are found to be
non-compliant can be managed through auto remediation actions to bring them
back into alignment.

IGA + VAM

Saviynt is able to deliver one identity for the user that ties back to all other
accounts and systems across the multi-cloud ecosystem. Utilizing intelligent risk
based analytics powered by machine learning, access requests are assessed

for compliance violations and toxic permissions. This information is provided

to permission granters to ensure fully informed decisions are made. Identities
aremonitored through a single pane of glass for full visibility into access granted
and how that access is utilized.
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Risk Management

e 250+ risk controls improve
visibility and speed up remediation

e Dashboards provide visibility into
risks for third party identities
and access

e Prioritized, real-time risk
dashboards for actionable inquiry
into violations

Lower TCO

e Faster, vendor onboarding and
birthright provisioning

e 60% quicker deployment time
than traditional IGA solutions

o Painless integration with multiple
cloud infrastructure deployments

e Business-ready interface and
intuitive end-user experience

Next Steps

° why Saviynt was named a
Leader in the Gartner 2019 Magic
Quadrant for Identity Governance
and Administration (IGA)

° of the Saviynt
IGA Platform

Saviynt empowers enterprises to secure their digital transformation, safeguard critical assets, and meet regulatory compliance. With
a vision to provide a secure and compliant future for all enterprises, Saviynt’s cutting-edge solutions have been recognized as industry

leaders. For more information, please visit www.saviynt.com.
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